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Number of Incidents Machine Name Program Path Program Arguments

v 1 WCC-NOAH-TEST C:\Program Files\Microsoft SQL Server\Client SDKA\ODBC\130\Tools\Binn\... SQLCMD.EXE
Created Response Name Untrusted Remote Threads Modified Memory No Trusted Cert
October 18, 2022 at 6:46:59 PM EDT n \. o ra Moaonflower Razzmatazz Zonkey 74 False True False

wés Idlpwezlole Idewedds wwessd 1U31d)s 1Uleew p0 e 1dotoe 1Js o wess. swpel 1o
1J318) )8 5lisds wlbosgwol Glool wiled I uo0d9d Iuwes" seldol ol swpe lodlsel wesss [Jeold.
sldeen 1dowl, og Toe leewoF oo 1Jluesl, Cyber Crucible 4.4.1.3. ot Jssol 1JTo 1Jés,6 £Js zee
g§|()|o UJ&.-SI()‘U EU w&d UJQ|3QFJ&§Q|Q |J.')|-3JJ6 Upg)i]é. 9WTISD QJo|(j|o |J_’)|éJJ6 Uo‘:s we
wessdol sldetssle 1Usdsds lJos blo gdsol.

110 031 1Jose po IJetdsd poed JJElss: Jsl Blo 1Jtbss Ilsds 1zers os Stwe IJepdsle sl
lJoeds s Jots lJpedsele Jdtuesd ds s £0 lduwdsIdsle ldpwolbs wol. gupel 1o 1Jgpdss
etd 1Job,) ool os SQLCMD.exe |Jpsdés: bpo lJpde o 18} swuet wonutsd el Bl Jlpw oo gpdss
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Parent Path Parent Arguments Child Path

C\Windows\System32\cmd.exe "CAWindows\system32\cmd.exe” C\Program Files\Microsoft SQL Server\Client SDKNODBC\130\Tools\Binn'
C\Windows\explorer.exe CA\Windows\Explorer.EXE C:\Program Files\Microsoft SQL Server\Client SDKNODBC\130\Tools\Binn'
C:\Program Files\Microsoft SQL Server\Client S... "CA\Program Files\Microsoft SQL Server\Client SDK\ODBCA130\Tools\Binn\... C\Program Files\Microsoft SQL Server\Client SDKNODBC\130\Tools\Binn'
C:\Program Files\Microsoft SQL Server\Client S... SQLCMD.EXE Ch\Windows\System32\net.exe

cos 1o IJ guss eds ol sle prud eedsle SQL ghss. Jl sors wldupss ol sos, Idsws s
espol. spe 3JI: Jl sezwol Tool 556 lslp, CMD peg,bs s Ipwezlole Tdss. sesol owepd 1Je, B

Parent Path Child Path Child Arguments

Ch\Windows\System32\net.exe CAWindows\System32\net 1.exe C\Windows\system32\net1 stop "vmicvss" jy
C\Program Files\Microsoft SQL Server\Client SDKNODBCA130\Tools\Binm\SQLCMD.exe CAWindows\System32\net.exe net.exe stop "VSS" fy

ChWindows\System32\net.exe CA\Windows\System32\net T.exe Ch\Windows\system32\net1 stop "V55" fy

C:\Program Files\Microsoft SQL Server\Client SDK\ODBCY130VTools\Binm\SQLCMD.exe CA\Windows\System32\net.exe net.exe stop "WRSVC" fy

C\Windows\System32\net.exe CA\Windows\System32\net1.exe C\Windows\system32\net1 stop "WRSVC" fy
C\Program Files\Microsoft SQL Server\Client SDKNODBCY130\Tools\Binm\SQLCMD.exe CAWindows\System32\net.exe net.exe stop "UnistoreSve_5205e" fy
ChWindows\System32\net.exe CA\Windows\System32\net T.exe Ch\Windows\system32\net1 stop "UnistoreSve_5205e" fy
C\Program Files\Microsoft SQL Server\Client SDKNODBCY130\Tools\Binm\SQLCMD.exe CAWindows\System32\sc.exe scexe config "LanmanWorkstation” start= disabled
C:\Program Files\Microsoft SQL Server\Client SDK\ODBCY130YTools\Binm\SQLCMD.exe CAWindows\System32\sc.exe sc.exe config "MsDtsServer130" start= disabled
C:\Program Files\Microsoft SQL Server\Client SDK\ODBCY130VTools\Binm\SQLCMD.exe CA\Windows\System32\sc.exe sc.exe config "MSSQLSMSSQLSERVERO 1" start= disabled
C\Program Files\Microsoft SQL Server\Client SDKNODBCY130\Tools\Binm\SQLCMD.exe CAWindows\System32\sc.exe sc.exe config "MSSQLSERVER" start= disabled
C\Program Files\Microsoft SQL Server\Client SDKNODBCY130\Tools\Binm\SQLCMD.exe CAWindows\System32\sc.exe scexe config "sacsvr” start= disabled

C\Program Files\Microsoft SQL Server\Client SDK\NODBCY130\Tools\Binm\SQLCMD.exe CAWindows\System32\sc.exe scexe config "SamSs” start= disabled

C:\Program Files\Microsoft SQL Server\Client SDK\ODBCY130VTools\Binm\SQLCMD.exe CAWindows\System32\sc.exe sc.exe config "SQLAgentSMSSQLSERVERO 1" start= disabled
C:\Program Files\Microsoft SQL Server\Client SDK\ODBCY130\Tools\Binm\SQLCMD.exe CA\Windows\System32\sc.exe sc.exe config "SQLBrowser” start= disabled
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332e ebp, dword ptr [rsi]
393588555858 cmp dword ptr [58D95788h], esi
218d248eba2 and dword ptr [2F931832h], ecx
Bail3c or dh, byte ptr [rdx+3Ch]
a8bte2d5bc78376689 mov al, byte ptr [29803778BCDSE2BFh]
ef out dx, eax

Bdepea2232 or eax, 32228888h

884939 add byte ptr [rcx+3%h], cl
88341a add byte ptr [rdx+rbx], dh
e300 add eax, dword ptr [rax]
320268d68c131 xor dl, byte ptr [rdx+31C1688Dh]
Sh wait

fd std

daBa fimul dword ptr [rdx]

6d ins dword ptr [rdi], dx

237el@ and edi, dword ptr [rsi+18h]
fa cli

7ad5 JP 20e680008839027E

17 222

eg out

d3cl ecx, cl

7b5a i geeceo080a308299

29466d dword ptr [rsi+8Dh], eax

dword ptr [rdi]
gword ptr [rbp-6Bh]

o0l spJdool 1o 0det BIJ6 Letsb £pl sowlb,ol E0spl vwsl B lJwgpd swtdsd sdle 1318
(memory diffs). Gpelop lUIuwldsw lJedoss ey ,s wpl sIbs Joowiss wptss tasis



lpds sled 103186 pwedse lsupl owtese spiol sled 10316, sosl szed wrdsdol OlE ldustsws:
JIo ldswesd lJs wslole 1ddslow eo wes ldlupliss loow oldued dspwo Idos,s B 1dwg, s
£ds 1gsloe: 53509 B pools [Jgvdsdsle.

P00 0070 0700707

e zYu lJgpJsle (Process Injection)

e Mitre T1559 - spdo JJleuold wso lJepdsle (Inter-Process communication) 1o seot
Idowsbs eds 1Jepdss ldpuwworcss po dod [Jzes 1Jtldos et [dweld gpdss [Uzdo.

o Mitre T1106 - ¢lJofl ol wJso slzole wpes IJeobosdle 1Jlgedss (Native APIs) 1,0
sousds Jdswesd 1s sblsw vble IJogntsd eo led 1swesd 1s 1dedodle. sogntsd
lJepdslen sts, 3J3.

e Mitre T1569 - spJdo JJTdo S tops 0ble eod svchost pszess wldsed 1o stds e
lIJtose wrse sbo, sdloe sted po epdss peu9db 9p9e9d8.

o Mitre T1055 - zdu lJepdslor ssivetae ehs Jouvtsd bes tose sled gpdss poweords
pe IJowele Jdeedss Iledss wldlpuee,l.

o Mitre T1543 - spdo Jlouwls s wessd gedss vble o stos e IJtwse eds loo gpdss
oble st spsesds: wesol g0 bsle 1JIuuss eo ldesptsle IJewsws.
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https://attack.mitre.org/techniques/T1559
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