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Number of Incidents Machine Name
v o4 \\DESKTOP-GISRESE
Created

October 18, 2022 at 9:36:01 PM EDT

October 18, 2022 at 9:38:54 PM EDT

October 18, 2022 at 9:39:03 PM EDT

October 18, 2022 at 9:39:07 PM EDT

Program Path

CAWindows\System324SubDir\Client.exe

Response Name

ned
ned
ned
ned

# Polka-Dot-Plant Ferret Plum 868
4 Pearly-Everlasting Black-Footed-Rhino Aspar:
4 Navy-Blue Sweet-Pea Ragdoll 542

# Wildcat School-bus-yellow Balsam 541

Untrusted Remote Threads

False

False

False

False

Program Arguments

Modified Memory
False
False
False

False

No Trusted Cert

True

True

True

True
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Parent Path

C\Windows\explorer.exe

C\Windows\System32\svchost.exe

C:\Users\user\Desktop\Client-built.exe

Parent Arguments

C:\Windows\Explorer.EXE

C\Windows\system32\svchost.exe -k netsves -p -s Appinfo

"Ch\Users\user\Desktop\Client-built.exe"

Child Path Vv

ChUsers\user\Desktop\Client-built.exe

Ch\Users\user\Desktop\Client-built.exe

Ch\Windows\System32\5ubDir\Client.exe
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Parent Path

C:\Windows\explorer.exe
C:\Windows\System32\svchost.exe

C:\Windows\System32\svchost.exe

Parent Arguments

C:\Windows\Explorer.EXE
C\Windows\system32\svchost.exe -k DcomLaunch -p

C:\Windows\system32\svchost.exe -k netsvcs -p -s Appinfo

CA\Windows\System32\svchost.exe

C:\Windows\System32\svchost.exe

CA\Windows\System32\svchost.exe

C:AWindows\System32\svchost.exe

C:\Windows\System32\svchost.exe
C:\Windows\System32\svchost.exe
C:\Windows\System32\svchost.exe

C:\Windows\system32\svchost.exe

-k LocalServiceNetworkRestricted -p
-k LocalSystemMNetworkRestricted -p -s TabletlnputService
-k LocalSystemNetworkRestricted -p -s TabletlnputService

-k netsvcs -p -s Appinfo

C:\Users\user\Desktop\Client-built.exe

CA\Windows\System32\schtasks.exe

C\Users\user\Desktop\Client-built.exe

CA\Windows\System32\SubDir\Client.exe

C:\Windows\System32\schtasks.exe

"C:\Users\user\Desktop\Client-built.exe”

"schtasks" fcreate ftn "Quasar Client Startup” /sc ONLOGON /tr "C:\Users\user\Desktop\Client-built.exe" /rl HIGHEST /f
"C\Users\user\Desktop\Client-built.exe”

"C:\Windows\system32\SubDir\Client.exe"

"schtasks" /create /tn "Quasar Client Startup” /sc ONLOGON /tr "C:\Windows\system32\SubDir\Client.exe” /rl HIGHEST /f

Child Path

Ch\Users\user\Desktop\Client-built.exe
CAWindows\SysWOWe4\dllhost.exe
CA\Windows\System32\consent.exe
CA\Windows\System32\audiodg.exe

CA\Program Files\Common Files\microsoft shared\ink\Tab
C\Program Files\Common Files\microsoft shared\ink\Tab
C\Users\user\Desktop\Client-built.exe
CAWindows\System32\schtasks.exe
CAWindows\System32\conhost.exe
CAWindows\System32\SubDir\Client.exe
CAWindows\System32\schtasks.exe

CAWindows\System32\conhost.exe
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https://attack.mitre.org/techniques/T1566
https://attack.mitre.org/techniques/T1091
https://attack.mitre.org/techniques/T1204
https://attack.mitre.org/techniques/T1547
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