Install Script Overview
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1. The latest installer is downloaded from
https://installerfiles.rpp.cybercrucible.com/installers/64/installer-cli.exe

1. PowerShell (PS1) install scripts will use a WebClient instance.

> Administrator: Windows PowerShell

rsynoah\Downloads> .\CC-Install-Script- -4-18T12-44.ps1

you want to run C:ib
[R] Run

: DOWNLOAD STATE: TRANSFERRING

2. Installer is executed and passed the group ID and client authentication provided in your
script.

1. Optionally append --reuse-agent-by-machine-name to the execution of the exe, in
order to have the installer reuse the agent object & license of a previously installed
agent with the the same netbios name.

3. Installer checks for required installation conditions

1. Running with Administrator privileges.

2. The machine is running a supported version of Windows.

3. There is not another installer already running.
4. The agent is not already installed.

4. Installer checks that the machine can communicate with the required servers.

1. Amazon oAuth 2.0 at ransomwarerewind-agents.auth.us-west-2.amazoncognito.com
2. Cyber Crucible backend at agent.tasking.rpp.cybercrucible.com
5. Agent files are downloaded from installerfiles.rpp.cybercrucible.com over HTTPS.
6. The agent is installed and started.
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