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Background

All Cyber Crucible communications from the endpoint agents to the CC infrastructure is protected
by TLS. The list of domains used by CC agents, and each domain’s function, is listed here:

Which domains are used by Cyber Crucible?

Access to those domains can be tested by an installer listed here:

How can | test connection to these domains?

Most of those domains listed are directly in control of by Cyber Crucible, and end in
*.cybercrucible.com

A couple, notably the AWS Cognito domain required for some token and agent authorization
capabilities, are not. Please note that, as of July 2025, agents no longer use Amazon Web Services
(AWS) Cognito for machine-to-machine authentication.

By default, HTTPS libraries used by applications, including Cyber Crucible, verify the authenticity of
TLS certificates by reaching out to the Certificate Authority (CA) servers via either CRL or OCSP.

This means that a firewall must not block the Certificate Authority domains either. These CA server
domains typically service a large number of applications beyond Cyber Crucible, and can require
additional justification from network security architect teams.

DMZ Mode

For environments in which the ability to adjust firewalls or other network security tools, to reduce
or eliminate the number of tickets to the network security team, DMZ mode can be applied as a
group setting.

DMZ mode enabled will do a few things:

e Insert the CA chains into any installer created for that group automtically.
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o Automatically install the CA chain files into Cyber Crucible’s folders.

e Automatically protect the CA chain files with Cyber Crucible’s kernel level anti-tampering
technology.

e Automatically configure the Cyber Crucible network communications to rely on the
installed CA chain files for TLS certificate (HTTPS) verification.

e Automatically enable a service to ensure the CA Chains are maintained.

Enabling DMZ Mode for currently
deployed agents

Turning on DMZ mode for a group with pre-deployed agents will attempt to task all existing agents
to use the CA files, without user involvement.

This works as long as the agents are currently able to authenticate with CC infrastructure such as
to receive this tasking. This means the agents currently do NOT need DMZ mode enabled, but will
in the future. The likely scenario is either movement of the agents to a more restrictive firewall
environment, or a desire to remove the existing firewall rules.

Enabling DMZ mode to CC agents which currently cannot authenticate due to CRL/OCSP errors in
the CC service logs (likely found in C:\Program Files\CyberCrucible\service log.0 or .1, etc), will not
correct the matter. This can cause a chicken-or-the-egg scenario, if network security rules may not
be adjusted at least temporarily, to allow the CC agents to receive the tasking to download and
configure the CA chain files.

“Fire escape” method for enabling DMZ
Mode for currently deployed agents

There are circumstances where Cyber Crucible agents are deployed without DMZ mode enabled,
that cannot receive tasking, and which changing firewall rules to accommodate (even temporarily)
to allow agents to receive DMZ tasking is difficult.

In those situations, please find the following digitally signed PowerShell script.
Three baseline requirements for this script to work:

1. This script must be run when the driver is disabled. This probably means Safe Mode, and
NOT with Safe Mode Protection enabled in the CC portal. If it is enabled, please contact
your Cyber Crucible support resources for assistance with a workaround.



2. This script must have the ability to contact "

http://agent.tasking.rpp.cybercrucible.com/public/latestCARoots"

3. This script is digitally signed, so altering the script will cause it to not run by default.

if ((driverquery /v | Select-String "CCRRSecMon").Matches.Length -gt 0) {
Write-Error "Cyber Crucible is running."
Write-Error "This script only works in safe mode with Cyber Crucible configured to not run i
exit

$installPath = Get-ItemPropertyValue -ErrorAction SilentlyContinue -Path "Registry::HKEY LOCAL I
if ([string]::IsNullOrEmpty($installPath)) {
Write-Error "Failed to get install path. Is Cyber Crucible installed?"
exit
}
Write-Host "CC Install path: $installPath"

Write-Host "Fetching CA bundle..."
$json = (Invoke-WebRequest "http://agent.tasking.rpp.cybercrucible.com/public/latestCARoots").Cc
if ([string]::IsNullOrEmpty($json)) {

Write-Error "Failed to get CA roots."

exit

Write-Host "Encoding CA bundle..."

$b64 = [System.Convert]::ToBase64String([System.Text.Encoding]::UTF8.GetBytes($json))
if ([string]::IsNullOrEmpty($b64)) {

Write-Error "Encoding error."

exit

$standardAlphabet = "ABCDEFGHIJKLMNOPQRSTUVWXYZabcdefghijklmnopqrstuvwxyz0123456789+/="
$ccAlphabet = [byte[]](0x01,0x02,0x03,0x04,0x05,0x06,0x07,0x08,0x09,0x0a,0x0b,0x0c,0x0d,0x11,0x]
$b64 = ($b64.ToCharArray() | ForEach-Object {

$index = $standardAlphabet.Index0f($ )

$ccAlphabet[$index]
1)

$persist = New-Item -Force -Path $installPath -Name "persist" -ItemType "Directory"
if (-Not $persist.Exists) {
Write-Error "Inner directory missing."

}

try {
Set-Content -Value $b64 -Path "$installPath\persist\dmz.dat" -Encoding byte
Write-Host "Updated CA bundle."

} catch {

exit


http://agent.tasking.rpp.cybercrucible.com/public/latestCARoots

try {
Set-ItemProperty -Path "Registry::HKEY LOCAL MACHINE\SOFTWARE\CyberCrucibleAgent" -Name "dm:
Write-Host "Enabled DMZ mode."

} catch {
exit

Write-Host -ForegroundColor Green "Success! Please disable safe mode and reboot."

SIG # Begin signature block

MIISPAYJKoZIhvcNAQcCoIISLTCCEikCAQEXCzAJIBgUrDgMCGgUAMGKGCisGAQQB
gjcCAQSgWzBZMDQGCisGAQQBgjcCAR4wIgIDAQAABBATzDtgWUsITrckOsYpfvNR
AgEAAQEAAQEAAQEAAQEAMCEWCQYFKw4DAhoFAAQUhmrUkJGB8aa®XQHFmv9zAjy6
2Ceggg6IMIIGSDCCBIigAwIBAgIQCK1ASmDSNEYfXs2pvZ0u2TANBgkghkiGOwOB
AQwFADBiMQswCQYDVQQGEwJVUzEVMBMGALUEChMMRGLnaUN1cnQgSW5 jMRKwFwYD
VQQLExB3d3cuZGlnaWNlcnQuY29tMSEwHWYDVQQDExhEaWdpQ2VydCBUcnVzdGVk
IFJvb3QgRzQwHhcNMj EwNDI5MDAWMDAwWWhCcNMzYwNDI4MjM10TUSW]BpMQswCQYD
VQQGEwJVUzEXMBUGALIUEChMORGlnaUN1cnQsIELuYy4xQTA/BgNVBAMTOERpZ21D
ZXJOIFRydXNO0ZWQgRzQgQ29kZSBTaWduaW5nIFITQTQwOTYgUOhBMzgOIDIwWMjEg
QOEXMIICIjANBgkghkiG9wOBAQEFAAOCAg8AMIICCgKCAgGEA1bQVQtAorXi3Xdu5
WRUxiEL1IM4z rPYGXCMW7XxIUmMI+kjmjYXPXrNCQH4UtPO3hDIBFfXHtr50tVnGLIP cmwwHAYDVROgBBUWEZAHBgVngQwBAzAIBgZngQwBBAEWDQYJKoZIhvcN
AQEMBQADggIBAD0jRD2NCHbuj7w6mdNW4ATIapfhINPMstuZ0ZveUcrEAyq9sMCcT
Ep6QRIIL/Z6j FCbVN7w6XUht1ldU/STQnuxaBRVDINL22heB2fjdxyyL3WqqQz/WT
auPrINHVUHmImogKwba9oUgYftzYgBoRGRjNYZmBVvbI43bnx0QbXOP4PpT/djk9
ntSZzOrdKOtfJqGVWEjVGv7XJz/9kNF2ht0csGBc8w207uCJob054Th02m67Np37
5SFTWsPK6Wrxoj7bQ79zyE84FJIKZ9d30VG3ZXQIUHOAZ fAPilbLCIXVZzUstG2MQO
HKK1S43Nb3Y3LIU/Gs4m6Ri+kAewQ3+ViCCCcPDMyu/9KTVcH4k4Vfc3iosJocsL
6TEa/y4ZXD1x4b6cpwoGliZnt5LmTl/eeqxJzybkdIKt2zyknIYf48FWGysj/4+1
60h7cGvmoLr90j9FpsToFpFSiOHASIRL1k2rRED] j fAVKM7t8RhWByovEMQMCGQS8
M4+uKIw8y4+ICw2/0/TOHNUO77Xry7 fwdxPm5yg/ rBKupS8ibEH5g1wVZsxsDsrF
hsP2JjMMBOugOwcCampAMEhLNKhRILutG4UI41kNbcoFUCvqShyepf2gpx8GdOfy
11KQ/a+FSCH5VZzuOnAPthkX0tGFuv2jiImCG6sivqf6UHedjGzqGVnhOMIIHODCC
BbigAwIBAgIQBx0oxP5I/FN11CdiDj62hWTANBgkghkiGO9wOBAQsFADBpMQswCQYD
VQQGEwJVUzEXMBUGA1IUEChMORGLnaUN1cnQsIELuYy4xQTA/BgNVBAMTOERpZ21D
ZXJOIFRydXNOZWQgRzQgQ29kZSBTaWduaW5nIFITQTQwOTYgUOhBMzgOIDIWM]Eg
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QOExMB4XDTI1IMDEyMzAwMDAWMFOXDTIIMTAYyOTIzNTk10VowgdgxEzARBgs rBgEE
AYI3PAIBAXMCVVMxGTAXBgsrBgEEAYI3PAIBAhMIRGVsYXdhcmUxHTAbBgNVBASM
FFByaXZhdGUgT3InYW5pemFOaWOuMRAwWDgYDVQQFEwc1NjQ4MDE4MQswCQYDVQQG
EwJVUzEVMBMGA1UECBMMUGVubnN5bHZhbmlhMRMwEQYDVQQHEwpQaXR@c2J1cmdo fV6fXrWfZwlbzsulDKuUL921INS11ln+Z1i
AFP1BBOhHAE3+p1nKztvGrJPCkRmZfbOTuQc15PMMpmkjCQhebBjXVLbzka7kALt
QuXy9guLofly+WrlrLeAyC+mSy6KdAPImn7jKYmGAwIDAQAB04ICAjCCAf4wHwWYD
VROjBBgwFoAUaDfg67Y7+F8Rhvv+YXsIiGXOTKkIwHQYDVROOBBYEFMkijav6RdANE
35+ZDCp309e0IGDAMDOGALIUAIAQ2MDQwMgYFZ4EMAQMWKTANBgg rBgEFBQCcCARYD
aHROcDovL3d3dy5kaWdpY2VydC5jb20vQ1BTMA4GA1UdDWEB/WQEAWIHgDATBgNV
HSUEDDAKBggrBgEFBQcDAzCBtQYDVROTfBIGtMIGqMFOgUaBPhklodHRw0i8vY3Js
My5kaWdpY2VydC53jb20vRGlnaUNlcnRUcnVzdGVKRzRDb2R1U21nbmluZ1JTQTQw
OTZTSEEzODQyMDIXQOEXLmNybDBToFGgT4ZNaHROcDovL2NybDQuZGlnaWNlcnQu
Y29tLORpZ21DZXJOVHI1c3R1ZECOQ29kZVNpZ25pbmdSUOEOMDk2UOhBMzgOMjAy
MUNBMS5 j cmwwgZQGCCsGAQUFBWEBBIGHMIGEMCQGCCsGAQUFBzABhhhodHRw0i8v
b2NzcC5kaWdpY2VydC5jb20wXAYIKwYBBQUHMAKGUGhOdHAGLY9jYWNlcnRzLmRp
Z213jZXJ0LmNvbS9EaWdpQ2VydFRydXNOZWRHNENvVZGVTaWduaW5nULNBNDASNINI
QTM4NDIwM]jFDQTEuY3JOMAKGA1UdEWQCMAAWDQYJKoZIhvcNAQELBQADggIBAIO2 CCAXoCAQEWTTBpMQsw
CQYDVQQGEwWJVUzZEXMBUGALUEChMORG1lnaUNlcnQsIEluYy4xQTA/BgNVBAMTOERp
Z21DZXJOIFRydXNOZWQgRzQgQ29kZSBTaWduaW5nIFITQTQwOTYgUOhBMzgOIDIw
MjEgQOEXAhAHGjE/kj8U3XUJ2I0PraFZMAKGBSsOAwIaBQCgeDAYBgorBgEEAYI3
AgEMMQowCKACgAChAOAAMBKGCSqGSIb3DQEJAZEMBgorBgEEAYI3AQEEMBWGCisG
AQQBgjcCAQsxDjAMBgorBgEEAYI3AgEVMCMGCSqGSIb3DQEIBDEWBBToaMgnekbD
9TNL+/F9FUVmT /wKpzANBgkqhkiGO9wOBAQEFAASCAgCWUhYp7TV+jnFDOX3Ep+vL
/tn8ZW5LpurXf3/IzAA1GhiRy5Kv0OD/3fgvV7Iv0/ASMwbmOGghnfkzj5A7G41JA
sZc18Bd+cz1lbvuKd5ykUwhkQQOt3Ha2yBsazwMGarZmPK6SE/NRpOpt2ZyPjr1A6
kJROiX0rUDAUFAGLZNAhnkhjtBu/x7Ug+8Q0aYCXTulNcOlpkmHiELtMapq0Zx5k
pj+FYJT6tERBpp+79eE37eMpXU3paYlzHziq5vXS6aoaEQrxcvdMTXzz0ZS5w+AR
YA00JCSHahONsyeDdaQCOdjLi2mFOmt1leI1JATk6DyYjCAN2Lu2ezXte3JH1Iqt1lV
dDNcWmmzNKHAeSdX70ZjKSc44n9sMWA7wvLBxIYjqym3Qs5+VoMs910Di31WDMtF
803jS9zYxAmNJI rMdV6stZQ4XLCN4/KQTCe710K7/PcTGNcBMN15QIRsMWI8dpqoOV



# S7TNN+190u9QkDeTQ0c2C2ZVIMT43DNtkBF12fvL+pZtH3IzMk+Ddpv1izJ4DV1y
# p7qsxR1K9y4Idt+0KIorQLtMiGGDreeKZkNLKVZz5is8YrjJ6kMwrldjhNeG+y1K2
# FTZJhuybB22z7fRoC7Z1JBwBoGhiwvjFSI+MIh9cbIN2X51TXazxvkK7QJSkcqwh
# 23476c¢/10V1ImHRRSCpVvDKA==
# SIG # End signature block
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Hosts File IP Addresses

Notice

44 These IP addresses are up to date as of August, 2025. But are liable to change.
It is important that these IPs are used only for testing communication errors, and
that DNS resolution failures are actually resolved. These IPs are liable to change
in the future, particularly due to load balancing.

Note that deprecated domain names/services, such as Amazon Cognito are not

provided.

Domain ?? IP Addresses: Hosts
File Format

For an up to date list of required domains, please see

https://support.jira.cybercrucible.com/servicedesk/customer/portal/1l/article/34603009

The following IPs are required by the Cyber Crucible Agent for endpoints' connectivity.

151.181.219.152 agent.oauth.rpp.cybercrucible.com

151.181.219.153 agent.tasking.rpp.cybercrucible.com
34.210.57.13 installerfiles.rpp.cybercrucible.com


https://support.jira.cybercrucible.com/servicedesk/customer/portal/1/article/34603009

