4.4.1.2

7070070707

o b 1Usds ldpwlzs JJdslse ldosuols ped punl IJgedss 1JlueJss (parent process
path) slJgwlisl (arguments).

o wouwst e wrdsdle ldspesd s 1desss Jsuved 1deiss po dsler wslole wslole
lJleepls.
o swe lJlo lsuaf poldws [dsuesd 1Js 1Josss JJJ po Slack sOpera sThunderbird
gDiscord gVivaldi.

o wouwst dte 1Jdslse [doswels Jsuved ldsuesd [Js 1degss.
P0°07070707°077°

e widdsd euwe lJubly o os Idpgvetse wsou ldsddls (agents) gglzos wprs
lJobosgle REST.

o luedlz puvdds bbog, IJIul,s (canaries) s ppwedyvud |Jpdule (Explorer) s wgge
lueslle Windows Server 1Jl@se.

o loedlc powdds B380l0 ceve vwedle 1dsuesd [ds 1desss Jesunle wds Idguelss.

?79?7?7° 2?7?2777 WHCP/WHQL

we |J|&op|)

2777?77 MDS

service.exe e289ef44c5albca39d57861ff9d05bee
d8e83309372b43ffc70feaf2bd538f36

CCRRSecMon.sys (Windows10)

assistant.exe
db736330f5a690a2e828472a357eebb6
b9d644930fc52495229dc7f96ffea299

CCRRSecMon.sys (Windows8)

CCRRSecMon.sys (Windows7)

7blece332986dadfcc6463574fd16616

Revision #1
Created 2026-07-24 02:30:05 UTC by Dennis Underwood
Updated 2026-07-24 02:30:05 UTC by Dennis Underwood



